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Abstract: Smart contracts are an important component of blockchain, characterized by decentralization, traceability, automated execution,
and non tampering. They can effectively meet the security requirements of drone clusters at both the theoretical and technical levels. Taking the
application of smart contracts in flight data management, autonomous collaboration, security maintenance, and security authentication in un-
manned aerial vehicle clusters as an example, this paper focuses on analyzing the potential security vulnerabilities of smart contracts in the ap-
plication process, including integer overflow, timestamp, reentry, transaction sequence dependency, and transaction authorization. Based on
this research, a hybrid neural network vulnerability detection model based on attention mechanism is proposed for potential security vulnerabil -
ities in smart contracts. Experiments have shown that compared to the current popular smart contract vulnerability detection technology, the
proposed vulnerability detection model ACBSC has better detection performance, and has better accuracy and precision in detecting vulnera-
bilities. The research results have certain practical significance for improving the safety factor of drone cluster construction, and also provide
reference for unmanned construction and development.
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Fig. 7 Detection results of the proposed model for four types of smart contract vulnerabilities
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